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Introduction:

The Outlook Anywhere feature for Microsoft Exchange Server 2007 lets Office Outlook 2007 and
Outlook 2003 clients connect to their Exchange servers over the Internet by using the RPC over
HTTP.

Started with Exchange Server 2003, Microsoft enabled a feature called RPC over HT TP to access
user mailboxes over Internet. This technology wraps the RPC calls to Exchange server with a
HTTP Layer. Thus, this allows RPC traffic to travel over the Internet through Firewalls without
opening additional firewall ports for RPC. Exchange Server 2007 has built this feature over this
technology while reducing the difficulty in managing & enabling this feature.

Benefits of Outlook Anywhere:

There are several benefits to using Outlook Anywhere to enable Outlook 2003/2007 clients to
access their mailboxes. Following are some of the benefits:

Does not require VPN to access Exchange Servers.
e Full featured Outlook Client to access your Mailbox from Internet as used in the office.
e Unauthenticated requests from Outlook cannot access Exchange servers.

o Traffic between Outlook Client & Exchange Server is secured using 128-bit SSL
encryption.




How to Setup Outlook:
Requirements:
In order to enable this feature in Outlook, Associates must meet the following requirements:

Mailbox on New Exchange Server 2007 server (HO2EMAIL)

Outlook 2003/2007 Client.

Windows XP or Vista Operating System.

Preferable to have their own Laptop.

Preferred to run Outlook in cached mode & offline Address book has been downloaded.
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Configuring Outlook:

In order to configure Outlook, kindly follow the following procedure for specific Outlook Client
versions:

1. Outlook 2003 Clients:

a. Access Control Panel by clicking on Start and then Control Panel.
b. Click on Mail Control Panel Applet.

B Control Panel |:] |§| |X|

L

File  Edit Yiew Favorites Tools Help

% Bact \‘J L} /':1 Search lL- Folders v

Address |G- Control Panel b | Go
. Mame -~ Comments 4
ﬂ" Control Panel 3 ” ClearType Tuning Adjust wour text faor,..

Data Sources (ODEC) Maintains ODBC dat...

'_)QDate and Time Set the date, time, ...
g\Display “hange the appear...

| Folder Options Cuskomize the displ...
See Also EhFonts Add, change, and ...

“ Wincioiss Update B Game Controller.s Add, remove, anc! o
EInteI(R) GMA Driver Contral the graphic...

t—') AR R Internet Options Configure vour Inte...
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ﬁ]ava Plug-in 1.3.1_02 Java Plug-in Contral...

@Keyboard Cuskomize wour key...

Microsoft Office Q...

)"JMouse Cuskomize your mo..,
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er;Network Connections Configures network, ..

g Mokia Connection Manager Configure which co... i

LPhone and Modem Options Configure your tele, ..

gPhone Monitor Options Configures Mobile P...

'Q}Power Options Configure energy-s. ..

4 Printers and Faxes Shows installed prin...
&QuickTime Configures QuickTi..,

9 Regional and Language Options Cuskomize settings ...

f@RightFax Client Configure RightFax ...

%Scanners and Cameras Add, remove, and c...

[ srhed e Task Srhedule comnuter N
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C.

Click on “Email Accounts”:

Mail Setup - Bijleai

E-rnail Accounts
" Setup e-mail accounts and direcktories.
A
Daka Files

s, Change settings for the files Sutlook uses ko
&é stare e-mail messages and documents.

Profiles

Setup multiple profiles of e-mail accounts and
data files. Typically, wou only need one.

{ E-mail Accounts. . |

Data Files. .. |

Show Profiles, .. |

Close

d. Select “View or change existing e-mail accounts” and click “Next” on the following

screen:

E-mail Accounts

E-mail

| This wizard will allow you to change the e-mail
accounts and directories that Outlook uses.
|

() add a new e-mail account

Directory

(%) Wiew or change existing e-mail accounts

() Add a new directory or address book,
(1 View or change existing directories or address books

[ Mext = ] l Close




e. Select “Microsoft Exchange Server” and click “Change” on the following screen:

E-mail Accounts &|

E-mail Accounts
‘ou can select an account and change its settings or remaove it.

Ctlook, processes e-mail For these accounts in the Follmwing order:

Marne Twpe Change...
Microsoft Exchange Server Exchange (Default)

Deliver new e-mail ko the Follwing location:
Mailboz: - Arif Ismail Bijle £ | l Mew Outlook Data File. ..

[ < Back ” Finish ][ Cancel

f.  Click on “More Settings” on the following screen:

X)

E-mail Accounts

Exchange Server Settings
o can enter the required information bo connect bo vour Exchange server,

Tvpe the name of wour Microsaft Exchange Server computer, For information, see waour
system adminiskrator,

Microsoft Exchange Server: |
|Jse Cached Exchange Made

Tvpe the name of the mailbox set up Far wou by waour administrakor, The mailbox name
is usually wour user name.

User Mame: | Arif Ismail Biile

More Sektings ...




g. Click on “Connection” on “Microsoft Exchange Server” screen.
Microsoft Exchange Server El

General | Advanced | Security | Connection | Remoke Mail

Canneckion

Use these setkings when connecting to my Exchange
server when working offline;

{*) Connect using my Local Area Mebwork, (LAY
) Connect using my phone line

() Connect using Internet Explorer's or a Srd party dialer

Modem

Exchange owver the Inkernet

[]Connect to my Exchange mailbo:x: using HTTR

[ Ok ] [ Cancel ]

h. On “Microsoft Exchange Server -> Connection” screen, select “Connect to my
Exchange mailbox using HTTP” checkbox under “Exchange over the Internet” and
click on “Exchange Proxy Settings”.

Microsoft Exchange Server §|

General | &dvanced | Securiby | Conneckion | Rerote Mail

Conneckion

se these settings when connecting to my Exchange
server when working offling:

(%) Connect using my Local Area Metwork (LARK)
{3 Connect using my phone line

) Connect using Internet Explorer's or a 3rd parky dialer

Modem

Exchange over the Internet

Connect to my Exchange mailbox using HTTP

[ Exchange Proxy Settings... ]

l (] 4 ] [ Cancel ] [ Apply
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On “Exchange Proxy Settings” screen, kindly enter & make selections as per the
following screen:

Exchange Proxy Settings [5_<|

Microsaft CFfice Outlook can communicate with Microsaft Exchange Server over the
Inkernet by nesting Remaote Procedure Calls (RPC) within HTTP packets, Seleck the
protocol and the identity verification method that you want touse, IF vou don't know
which options to select, contact vwour Exchange Server Administratar,

Connection setkings

Ilse this IURL ko connect to my proxy server For Exchange:

hkkps: ) | oa.alj.com|

onnect using 5501 onky

[ TmMutually authenticate the session when connecting with 550

[ ]on Fast networks, connect using HTTP first, then connect using TCRIP
n slowe networks, connect using HTTP Firsk, then connect using TCPIP

Prosew authentication settings
IJ=e this authentication when connecting ko my prosey server for Exchange:
NTLM Authentication v |

[ 8] 4 l [ Cancel

k. Click “OK” twice to come back to “E-mail Accounts” screen. Click “Next” and

“Finish”. Finally click “Close” to close the “Mail Setup — Outlook” window and then
close the control panel.




2. Outlook 2007 Clients:

a. Access Control panel by clicking on Start and then Control Panel.

b. Click on Mail Control Panel Applet.

B Control Panel

File Edit ‘Wiew Fawvorites Tools Help

\_) \‘J [ /'._‘_ﬁ Search lL. Folders v

CEX

Address |G" Control Panel i | G
s Marme -~ Comments A
R" Control Panel & g ClearType Tuning Adjust wour text For...

Data Sources (ODBC) Maintains QDBC dat...

'_)7Date and Time Set the date, time, ...
Q\Display Change the appear...

| Falder Options Cuskomize the displ...
See Also EhFants Add, change, and ...
“ Windows Update B Game Controller.s Add, remove, anc! (e
EInteI(R) GMA Driver Control the graphic...

t—") Help and Support Internet Opkions Configure your Inte...
gJava Java(TM) Control P...

ﬁ]ava Plug-in 1.3.1_02 Java Plug-in Contral,..

@Keyboard Customize wour key...

Microsoft Office Ou...

)"JMouse Customize wour ma...

‘Q,Network Conneckions Connecks ko ather c...

er‘_Network Connections Configures network. ..

Q Mokia Connection Manager Configure which ca... i

LPhone and Madem Options Configure vour tele...

Q‘Phone Monitor Options Configures Maobile P...

Q}Power Cptions Configure energy-s...

' Xy Printers and Faxes Shows installed prin...
&QuickTime Configures QuickTi...

Q Regional and Language Options Cuskomize settings ...

E@RightFax Client Configure RightFax ...

%Scanners and Cameras Add, remove, and c...

EASched led Task Srhedule comnuter st

Microsaft OFfice Outlook Profiles

c. Click on “Email Accounts”:

Mail Setup - Bijleai

E-mail &ccounts

Setup e-mail accounts and direckories.

Data Files

4= Change settings for the files Outlook uses to
&@ store e-mail messages and documents.

[Cata Eiles. .. |

Profiles

@ data files, Typically, wou only need one.

Setup multiple profiles of e-mail accounts and

Show Profiles., .. |

Close |




d.

Highlight “Microsoft Exchange Server” and click on “Change” in the following
screen:

Account Settings &l

E-mail Accounts
‘ou can add or remove an account, You can select an account and change its settings.,

| Data Files | RSS Feeds || SharePoint Lists | Internet Calendars | Published Calendars | Address Books

o Mew,., P Repair... S Change... ¥ Remove
Marne Type
Microsoft Exchange Server Exchange (send From this account by default)

Selected e-mail account delivers new e-mail messages to the Following location:

Mailbox - Arif Ismail Bijle’, Inbox
in data File C:\Documents and Settingsibijlealt,. . \Outlookhoutlook, ost

Close

€.

Click on “More Settings™ on the following screen:

E-mail Accounts

X]

Exchange Server Settings
You can enter the required information ko connect bo wour Exchange server.

Twpe the name of wour Microsoft Exchange Server computer. For information, see your
syskbem adminiskrator,

Microsoft Exchange Server: |

Use Cached Exchange Mode

Tvpe the name of the mailbox set up For you by wour administrator. The mailbox name
is usually wour user name.

User Mame: | &rif Ismail Bifle

More Setkings ...




f.

g. On “Microsoft Exchange Server -> Connection” screen, select “Connect to my
Exchange mailbox using HTTP” checkbox under “Exchange over the Internet”

h. On “Exchange Proxy Settings” screen, kindly enter & make selections as per the

Click on “Connection” on “Microsoft Exchange Server” screen.

Microsoft Exchange Server
General | Advanced | Security | Conneckion | Remoke Mail

Conneckion

Use these settings when connecting to my Exchange
server when working offline:

(®) Connect using my Local Area Mebwork (LARN)

) Connect using my phone line
() Connect using Internet Explorer's or a 3rd party dialer

Modem

Exchange over the Internet

[T<onnect to my Exchange mailbox using HTTR

[ Ok ] [ Cancel ]

(x]

and click on “Exchange Proxy Settings”.

Microsoft Exchange Server

General | Advanced || Security | Connection | Remoke Mail

Conneckion

Use these settings when connecting to v Exchange
server when working offline:

(&) Connect using my Local Area Metwork (LAM)

() Connect using my phone line
() Connect using Internet Explorer's or a 3rd party dialer

Modem

Exchange over the Internet

Conneck ko my Exchange mailbox using HTTP

[ Exchange Proxy Settings... ]

X

[ Ok ] [ Cancel ] [ apply

following screen:




Exchange Proxy Settings @

Microsaft CFfice Outlook can communicate with Microsoft Exchange Server aver the
Internet by nesting Remote Procedure Calls (RPC) within HTTP packets, Seleck the
prokocol and the identity werification method that you want to use, IF you don't know
which options ko select, cantack wour Exchanage Server Administrator,

Connection setkings

IJ=e this IURL ko connect o my proxy server for Exchange:

https: |} | oa.alj.com|

Conneck using S50 only
[ IMutually authenticate the session when connecting with 550

[ ]n Fask networks, connect using HTTP first, then connect using TCRTIP
2 slow netwarks, connect using HTTP Firsk, then conneck using TCPIIP

Praowy authentication settings
IJ=e this authentication when connecting ko my prosey server for Exchange:
| NTLM Authentication v|

[ o, ] [ Cancel

i. Click “OK” twice to come back to “E-mail Accounts” screen. Click “Next” and
“Finish”. Finally click “Close” to close the “Mail Setup — Outlook’ window and
then close the control panel.

How to use it:

Once laptop is connected to Internet using a Dial-up, or DSL connection to an ISP run Microsoft
Outlook as used in the Office. The only difference is it will prompt for userid & password. Kindly
supply the correct userid & password meeting the requirements mentioned under “Requirements”
section on this document.




Troubleshooting:

Below are some of troubleshooting steps which a Support Engineer/Analyst can take to resolve the
issues:

a.

Problem: Outlook Displays Security Alert message either when Outlook is started or tried to
configure the mail profile for Outlook Anywhere.

Resolution:

Make sure that the Laptop is joined to Domain. If it is not joined to domain, the Certificate
assigned to https://oa.alj.com cannot be trusted by local computer due to no trust with ALJ
Enterprise Root CA. To resolve this issue, join it to the Domain. In case, this cannot be joined to
domain, obtain the Root CA Certificate and add the certificate for HO2DC (from
\\aljhelp\software$\Ho2dc Certificate ) to Internet Explorer “Trusted Root Certification
Authorities”. Kindly double click on Ho2dc.cer file to open the certificate and select “Install
Certificate”. Click “Next” and on next screen, select “Place All Certificates in the following
store” and choose “Trusted Root Certification Authorities”

Problem: Outlook prompts for credentials and seems that Outlook client is not getting
connected to Exchange Server. Outlook displays either “Trying to connect to Exchange
Server” or “Disconnected”.

Resolution:

¢ Kindly make sure again that the computer is joined to domain and there is no certificate
issue. In order to identify the certificate issue, open the following URL.:

https://oa.alj.com/owa

This URL once opened should not prompt for any “Security Alert”. If it prompts for the
security alert, kindly obtain HO2DC root certificate and import into local “Trusted Root
Certification Authorities” as discussed in the previous resolution.

o If the above check is passed, kindly right click on Outlook icon in the System Tray
while pressing “Control” key on the keyboard while Outlook is running. Then select
“Connection Status”. Make sure “Conn” column on “Microsoft Exchange Connection
Status” screen is HTTPs and not TCP/IP. If it is TCP/IP, the profile is not configured
to use this feature. Kindly follow the steps for the correct Outlook Client.



https://oa.alj.com/
https://oa.alj.com/owa

